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Abstract:––Software Watermarking is an important tool for combating the Software Piracy. Software Watermarking is an 

approach to the problem of copyright protection that involves embedding ownership information in an executable program. 

The software watermark acts like an identifier and helps in proving the ownership of the owner. In this paper an Attack 

Model of VBSW, a brief account on Version attack, and LOC are discussed. 

  
Keywords:––VBSW, version attack, LOC attack 

 

I. INTRODUCTION 
Software Watermark is a technique where a  watermark  W, is embedded into a program such that W can be 

reliably located and extracted from P even after P is subjected to semantic preserving transformations such as code 

optimization and obfuscation. The utility of a software watermark depends on its resilience against semantics-preserving 

code transformations: it is easy to destroy the watermark via simple transformations. The goal of the Software Watermarking 

is to come up with watermarking techniques that are “expensive enough” to break in terms of time, effort, or resources. 

Embedding Techniques 

A lot of research is done in order to embed a given watermark into a program, such as Basic Block sequence[1] in 

which a software serial number is encoded in the basic block sequence of a program’s control flow graphs, register 

interference graphs [3], watermark is embedded in a control flow structure [5]of a designed piece of a program, Stern et al 

[4] embeds the watermark in the relative frequencies of instructions throughout the entire program using a spread spectrum 

technique. 

Attacks on Software Watermark 

Davidson’s method is easily destroyed by many locality-improving optimizations, Davidson [2]. This method 

provides no protection against additive attacks; if the basic block structure to encode the watermark is reorganized, it is clear 

that the original watermark can no longer be retrieved. reordering of the block sequence [3] . The main limitation of this is 

addition of new nodes[5]. But these watermarks [4] are relatively vulnerable to relatively simple automated transformative 

attacks that do not have too great impact on program performance. 

Version Based Software Watermark  
It is observed that a lot of research is done on various embedding techniques, and the attacks that are possible on 

these embedded software watermarks. The main theme of the paper is to opt for a new method of obtaining the watermark 

which is known as Version Based Software Watermark.  

Version Based Software Watermark, also known as VBSW, is a method to evaluate the value of Version watermark. The 

version watermark can be computed by making use of Lines of code and Version number of software. Since it is fact that 

LOC and version number plays a vital role in the software, these two terms are used for computing the version watermark.  

Attack Model of Version Based Software Watermark 

A Model is a frame which shows the pictorial representation of the sequence of actions. An attack model of the 

Software Watermark gives the various attacks that are possible on software.  

Alice the author of the software has embedded secret information, known as watermark, and uploaded into the server, for the 

use by all other members of her organization. Danny, an attacker, has performed various transformations on Alice’s software 

so that Alice is unable to prove her ownership.  



Attack Model of Version Based Software Watermark 
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Fig. 1. Attack Model of Version Based Software Watermark 

 

Two types of attacks are shown  

i. Updating the LOC, i.e insertion of new lines or deletion of existing lines so that some of the functionality of the 

software is missing,  

ii. Replacement of new version software with old version software.  

Definition of Version Attack and LOC Attack 

Definition 1 (Version Attack): An attacker replaces the current version software with the old version software is known as 

Version attack. 

𝑉𝐴:  𝑆′′′ 𝑧  ≠ 𝑆(𝑧) 

Definition  2 (LOC Attack): The updation of the lines of code of the original software by the attacker is known as LOC 

Attack. 

𝐿𝐴: 𝑆′′′ 𝑙 ≠ 𝑆(𝑙) 

Quality of VBSW 

It is observed that the watermark is extracted effectively even after subjecting it to various attacks. 

 

II. CONCLUSION 

In this paper the purpose of Software watermark its definition, various embedding techniques of software 

watermark, attacks that are possible on these embedded software watermark are discussed. Finally a new method for creating 

a watermark known as Version Based Software Watermark, also know as VBSW is introduced. The attack model of this 

VBSW and the two different attacks are identified and defined. 
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