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Abstract

This is a position paper, concerned with the installation and implementation of a LAN in the school of
engineering, IMAP. The paper first described LAN-meaning and types; the benefits of LAN implementation
especially in an academic setting; identified the possible network design and hardware tools necessary for LAN
installation and implementation. The paper also highlighted the LAN configuration steps through which the
school of engineering —IMAP can take to effectively have a LAN configured for them. The paper also reviewed
and identified steps for checking and controlling LAN network. It also highlighted the steps for determining and
assigning IP address to computers in a LAN. It also identified the draws-backs against effective implementation
of LAN. The steps for securing a LAN were also covered and at the end, the study suggested that the school of
engineering-1IMAp should fully implement a LAN as this will facilitate every aspect of their academic process.
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I Introduction

The importance of effective resource sharing architecture, internet access, data security and, effective
communication platform cannot be overemphasized in an academic setting. These can be effective achieved
through the implementation of a secure LAN.

A local area network (LAN) is a collection of devices connected together in one physical location, such
as a building, office, or home [1]. A LAN can be small or large, ranging from a home network with one user to
an enterprise network with thousands of users and devices in an office or school. It is (LAN) is a group of
computers and associated devices that share a common communications line or wireless link [2]. Usually, the
server has applications and data storage that are shared in common by multiple computer users. Many academic
institutions now days implement local area networks (LANs) which allows sharing of resources like printers,
files, applications as well as projects [4].

LANSs also enable computers to talk to one another and are often used to share Internet access across all
of the computers in a building or school. Most LANs use wires, or cables, to connect computers and other
peripheral devices.

In most LAN networks, network cable is used to connect computers to a network jack in the wall [5].
Sometimes, in a classroom, many computers are connected to an intermediate hub or switch, not directly to the
network jack. The hub or switch into which all of the computers are plugged is the device that is connected to
the network jack. In both cases, the network jack is connected to a small router by another cable and, this paves
way for resource sharing [5][6].

In a LAN, each computer has its own MAC Address, which is temporarily stored on a switch or router
when communicating. All computers on the LAN can be identified by a MAC address, which can send and
receive messages and data. Of course, the MAC address is stored on the network adapter and the motherboard
of each computer. On older computers, network adapters are not built into the motherboard, but they are made
with motherboards on newer computers [10][13].

There are generally, two types of LANS: client/server LANs and peer-to-peer LANS [9].

A client/server LAN consists of several devices (the clients) connected to a central server. The server
manages file storage, application access, device access, and network traffic. A client can be any connected
device that runs or accesses applications or the Internet. The clients connect to the server either with cables or
through wireless connections [9]. Typically, suites of applications can be kept on the LAN server. Users can
access databases, email, document sharing, printing, and other services through applications running on the
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LAN server, with read and write access maintained by a network or IT administrator. Most midsize to large
business, government, research, and education networks are client/server-based LANS.

A peer-to-peer LAN doesn't have a central server and cannot handle heavy workloads like a client/server LAN
can, and so they're typically smaller. On a peer-to-peer LAN, each device shares equally in the functioning of
the network. The devices share resources and data through wired or wireless connections to a switch or router.
Most home networks are peer-to-peer [11][9]

Benefits setting up a Local Area Network (LAN)

The following are benefits LAN:

1. Resource sharing:

a. hardware: All resources (hardware) can be shared by all connected computers [7][8]. For instance, the
connected computers can share resources like DVD drives, printers, scanners, modems, and hardware drives.
Therefore, there is no need to buy separate resources for each computer, and with this, you can save costs [9].
Also, all data of connected computers can be stored on one server. If each computer (client) needs specific data,
the user can easily log in and access the data from the server. For example, movies and songs can be stored on a
server and accessed by any authorized user (user computer) [11]

b. internet: Internet connection can be shared between all computers in the facility. In this, the main Internet
cable is connected to a server and distributed through the operating system among the connected computers
[10].

c. applications and software: Applications and software can be easily shared over a LAN. You can use licensed
software so that any user can use it on the network. Purchasing a license for each user can cost the organization
a lot of money, so subscribing to the software program is easy and at the lowest cost [12].

2. Data security:

Data storage on the server is highly secured. For instance, if there is a need to modify or delete data, it can
easily be done on a server computer, and other computers can access the updated data. On the other hand, the
admin can allow access to specific users to access the data in the network [9][11].

3. Easy and fast communication:

In local area networks, users (computers) can exchange data and messages easily and quickly [12]. This saves
time and gets things done faster. LAN allows any user to share messages and data with any other user on the
network. Users can access the network from any computer and access the data stored on the server.

Implementation of LAN

This involves design, planning and deployment of a LAN solution. Building a well-secured LAN
requires designing of network topology before deciding which physical devices to be purchased or technologies
to deploy [13]. A topology design is defined as the identification of networks and their interconnection points,
the size and the scope of the network, and the type of interconnecting devices used [15]. Every network requires
a structured planning and designing before its deployment that requires internet access [16]. To visualize the
networks arrangements, a designer has to make communication schemes Networks. This will help to determine
where exactly each of the cables, laptops, telephones, etc. will be laid. The following Network Diagrams
solution could be applied in the school of engineering -IMAP.
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Network Diagram
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Figure 1: Network Diagram

Hardware Selection
In setting up a LAN network, it is important to make good selection of devices. Studies identified that, for an
institution LAN, the following selections are appropriate [14][9][20]21]:

Cisco Router Model 2901: this is reliable and trusted by IT community. It has good bandwidth with
support for 10S upgrade.

Cisco Switch Model 2960: this is tested and performs well for IT backbone.

Cable and Connector: A Cat-6 cable- it is the best for LAN wearing (it has really good sailed protection)
and RJ 45 connector.

Servers: Server Selection is important for each server services. Many reputed ISP in Nigeria runs with
brand servers. Need to choose a brand which spare parts are available.

Sample LAN Diagram
The following figure is a perfect sample of how the school of engineering —IMAP can lay out a LAN network.

Figure.2: Local Area Network (LAN) Diagram
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Fig 3. The relationship diagram of school of engineering- IMAP
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LAN Configuration

Devices to configure:

The following devices are to be configured when setting up a LAN [21][17][16]

e Router: First, the router should be configured using terminal emulator software. The PC to be used should
have standard communication port (Com-1) that connects Router’s console to Pc’s communication port.

e Server: Proxy Server satisfies going to the internet directly. This is how it works-when a user sends any
web request:- the proxy web browser queries the server by sending page request. Proxy does two main
operations. First is to reduce internet bandwidth charges, and the second is to limit web access to authorized
user/PC.

e Operating System: if is your choice is LINUS then OS Centos-6.5 is most appropriate but there is need to

first compare the OS with hardware compatibilities List (HCL). To install the Centos-6.5, the following

steps can be followed [15][13]:

Disk Partition Setup.

Boot loader configuration.

Firewall configuration.

Root Password setting

Automatic selection of Package group.

Escape boot diskette creation.

Video card configurations.

Configuration of monitor.

Installation complete then reboot the system.

Linux networking facility by default support LAN network. It offers a stalled system without a network
interface card (NIC card). Networking is normally available on the interface. 10 helps to run all Network
related services when other NIC is not available [16][6].

Checking and Controlling the Network by “Network” service script
To start/stop network services, the following commands can be used [13]
o [root@nsl root] # Service network stop.

o [root@nsl root] # Service network start.

o [root@nsl root] # Service network status.

Determining and assigning IP Addresses

All Pc’s come with a NIC. When Linux OS is installed the first device is called “eth0” second one is “eth1” and
so on. The IP address of the interfaces can be determined using “ifconfig” i.e [root@snmp root] # if config.

To assign IP address the “if config” can also be used. For instance, to assign an IP address on “eth0” interface
using the” if config” command, you can:

[root@snmp root] # if config eth0 10.0.0.100 net mask 255.255.255.0 up.
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The “up” at the end of the command activates the interface after assigning the IP. But this procedure is not
permanent. When the system is rebooted, the IP setting will be lost. To make this IP permanent, you can change
the script file for the particular interface. All files are found in “/etc/sysconfig /network-scripts” directory. After
that, a restart of the “network” service will show the effect [20][18][22]

Drawbacks to effective implementation of a LAN

According to [6][8][10][21], the following challenges may hinder effective installation and implementation of a

LAN:

o Expensive to Install: Although a network will generally save money over time, the initial costs of
installation can be prohibitive. Cables, network cards, and software are expensive, and the installation
requires the services of a technician.

e Requires Administrative Time: Proper maintenance of a network requires considerable time and
expertise. Many enterprises have installed a network, only to find that they did not budget for the necessary
administrative support.

o File Server May Fail: Although a file server is no more susceptible to failure than any other computer,
when the files server "goes down," the entire network may come to a halt. When this happens, the entire
school may lose access to necessary programs and files.

e Cables May Break: Some of the configurations are designed to minimize the inconvenience of a broken
cable; with other configurations, one broken cable can stop the entire network

Securing a LAN

In the age of ever-increasing cyber-attacks and the rising importance of cyber security, it is paramount to ensure
the security of your local area network (LAN). As the backbone of most organizations, a LAN offers
functionality that connects all your devices and allows for seamless data exchange. However, with great
functionality comes the responsibility of securing it against vulnerabilities [21].

The following practices according to [21][23][19] will help to secure a LAN:

1. Strengthen Your Firewall- Regularly updating the network firmware can help ensure it is equipped to fend off
the latest cyber threats.

2. Secure Your Wi-Fi Network- ensure the wi-fi network is secured with WPA2 or higher encryption. Rename
your SSID to something unique, and always set a strong password to prevent unauthorized access.

3. Update Your Router-regular update of the router is key. Manufacturers often release patches for known
vulnerabilities. Ensure you are on the lookout for these updates.

4. Use VPN for Enhanced Security- A virtual private network (VPN) provides an additional layer of security by
encrypting network traffic. It can be particularly useful when accessing your LAN remotely.

5. Protect against Malware - Ensure all devices connected to your LAN, from workstations to 10T devices, have
updated antivirus programs. Regular scans can help detect and remove any lurking malware.

6. Monitor Network Traffic- Regularly monitoring the network traffic can help in identifying any suspicious
activities or unauthorized access. Solutions like Tufin’s Orchestration Suite can be pivotal in achieving this.

1. Conclusion
The article provides an understanding of LAN, its benefits and how a segment of an academic institution can
install or implement a secured LAN.

1. Suggestions
Despite the drawbacks of LAN implementation, the following suggestions are put forward:
1. To improve efficiency of academic services delivery, the School of engineering-IMAP should do a full
LAN installation and implementation.
2. The Local Area Network can be extended by adding Access Point (AP) and Wi-Fi devices.
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