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Abstract:

Steganography play a significant role to transfer secret information over insecure network. Moreover digital
images and video are taken as a cover to communicate the sensitive information. One of the simplest
approaches of embedding the secret data into cover image is Least Significant Bit (LSB) method. This paper
aims to propose a new Midpoint circle and chaotic map based video hiding technique. Pseudo random pixel
block by using logistic map and those keys are used for choosing the pixel position of cover video frames
midpoint circle pixel position randomly for hiding the secret information. The main security part of the method
is the selection of pixel position in the cover video frames. Peak Signal Noise Ratio (PSNR) and Mean Square
Error (MSE) measures are used for comparison and the result analysis shows that the proposed scheme
provides efficient level of security.
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l. INTRODUCTION

Video steganography can be referred to an extension of image steganography. The video stream is a
group of consecutive and equally time-spaced still images accompanied with audio. Image steganographic
techniques are also applicable to video steganography. When the hiding capacity increases, a smaller cover file
can be used for hiding the secret message. These results a stego-file with a smaller size can be used and that can
be easily transmitted over the internet. But increasing the hiding capacity leads to distortions in the stego-file. If
an attacker recognizes the distortion, then the presence of the hidden message can be detected. The advantage of
using video as a cover medium to store the data is there is large space to store the data. It provides more security
against the attacker because the video file is much more complex than image file. Another advantage is that the
secret data is not recognized by the human eye as the change of a pixel color is negligible. In video
steganography, we can also hide secret data in the audio files as it contains unused bits. When we need to store
more amount of data, video steganography is better method than any other stenographic methods.
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Figure 1: Block diagram of video steganography

1. LITERATURE REVIEW
Ma et al. [5] presented a method based on intra-frame distortion drift, which is introduced after
embedding in H.264/AVC videos to reduce the spatial redundancies of video sequences. The data is embedded
into the I-frame DCT quantized coefficients of 4x4 luminance blocks, because the human eyes are less sensitive
to the brightness. In this technique the intra-frame distortion is not propagated to the neighbouring blocks. The
encrypted message is embedded into the paired-coefficients based on modulo modulation, in which one is used
for embedding the secret data and other one is used to fix the level of distortion.
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Sunil Moon et al. [6] used a steganography technique where it hides image and text inside a video file
and uses computer forensics as a tool for authentication so that it increases the data security. Hiding the secret
message inside the cover video frames by using 4LSB technique. Computer forensic is used to detect whether
the incoming stego-video is original or fake. If the video contains the original data, then it can be decoded by
using same secrete key which is known to sender and receiver only. 4LSB substitution method is used for
embedding large amount of data behind selected frame of video, hence it is very difficult to find in which part of
video the data is hidden.

Yao et al. [7] proposed an effective scheme for reversible data hiding in encrypted H.264/AVC video
bit streams. This technique will reduce the inter-frame distortion drift caused by data embedding. In the
encryption phase, three types of key coding parameters such as intra prediction modes, motion vector
differences and quantized DCT coefficients which are encrypted using stream ciphers without video bit rate
increment to obtain the encrypted video. In the data hiding phase, histogram shifting technique in the 4x4
luminance integer DCT block coefficients of P-frame is used so that the data hider can embed data into the
encrypted video bit stream without knowing the content of original video. At the receiver end, the embedded
data can be extracted either in the encrypted domain or in the decrypted domain.

Selvigrija P et al. [6] uses dual steganography by combining steganography with cryptography to
secure the original videos from unapproved individual. The Linked List method and Feistel Network are used
for hiding Information. The secret message is encrypted using Feistel network and then embedded inside the
frames of the cover video to obtain Stego frames. The text is embedded inside video frames using Linked List
structured message embedding technique, after embedding a byte of information inside one 3*3 pixel, it should
also embed the address of the location of next byte of information next to it. The information is extracted from
stego frames using Linked List Structured message embedding technique and decrypting the data using Feistel
Network to obtain the original message.

Sudeepa K B et al. [8] provides security for information like text/images using video steganography,
cryptography, randomization and parallelization. The frames are selected randomly using Feedback Shift
Register (FSR) to avoid repetition and the data to be hidden is encrypted using a symmetric key. FSR will
generates pseudo random numbers and uses only non-repetitive numbers. The encryption of the data is
processed in parallel; hence the embedding is a parallel process. The encrypted data is embedded into the
randomly selected frame using LSB method. Inverse technique of embedding is used to extract and decrypt the
secret data from the stego-video which is also a parallel process.

Singh Namrata et al. [9] proposed a video steganography approach where an audio is hidden in the
cover video file. The random frames selection is done by using CryptGenRandom. Audio embedding is done in
these randomly selected frames. The encrypted secret bits are XORed with the original LSBs of the frames of
video. The resultant XORed bits are inculcated at the LSB positions and all the embedded frames are hence
regained to image format. While extracting, the random frames are selected and LSBs are extracted and reverse
XOR is performed. This leads to the extraction of original LSB bits and encrypted secret message bits.

Himanshu Wadekar et al. [10] proposed steganography using the technique pixel pattern matching and
key segmentation. The confidential information is encrypted by using AES algorithm and is divided in the form
of Quotient, Divisor and Remainder. A random frame is selected from the input video where the encrypted
message is embedded using Pixel Pattern Matching. As the message is embedded, a location key is generated for
each pixel. This location key is embedded in different frames in a linked list fashion using LSB technique.
When the file is received it is scanned for the location key and the random frame where the data is embedded.
The value of data bits is found using the location key. The Encrypted message is computed using the formula
Q*D+R. Then AES decryption is used to get the original secret message. It is difficult to identify since the
location key is divided, encrypted and put away in various video frames alongside this the secret message.

Jie Yang et al. [11] uses a reversible information hiding method, generalized difference spread, which
makes use of the information redundancy between adjacent pixel points more than Tian’s pixel-to-difference
spread method, and generalizes 2-dimensional reversible integer transform to N-dimensional space to obtain
more embedding capacity. The motion vectors are used as the carriers. Optimized algorithm can help to embed
2N + 1-bit information into N-dimensional motion vector space coding. During extraction, the elements in the
vector v may be negative, so the secret bit is the least significant bit of its absolute value. The embedding and
extraction algorithm are slightly optimized so that the inverse operation after extracting the secret information
can obtain a distortion-free video sequence.

1. PROPOSED ALGORITHM
In this section, the proposed technique is presented. The proposed technique is divided into two
algorithms; the embedding algorithm, and the extraction algorithm. The embedding algorithm will plan to hide
the byte of the secret message in three pixels only based on Midpoint circle Logistic map randomization in the
cover frame. It takes the cover frame and the secret message characters as an input and converts each byte from
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the secret message to its binary format using the ASCII encoding format (each byte equal 8-bits frame pixel is
converted into three layers (Red, Green, and Blue) layer. Each pixel in the (Red, Green and Blue) layers is
converted to its binary using the ASCII encoding format. In the embedding technique, (3-2-3) layer is used (i.e.
two layers (Red and Green) are used in the first iteration), in the second iteration only one layer is used (i.e.,
Blue). In the next iteration, two layers are used (Red and Green) and so on. The method of using of two layers
then one layer then two layers leads to more secure and getting better PSNR value. The secret message is
embedded randomly in the pixel locations using Logistic map instead of sequential. This method of embedding
is considered more secure than the embedding in a sequential manner. The whole technique is illustrated in the

Fig 4.

Midpoint circle algorithm
In this algorithm, we split the circle into 8 different Octant. If we are able to plot the points in first Octant, then

by balance we can plot the points in other 7 Octant. Let (X, y) be the point in first octant, then the points in other
octants can be determined as shown in the given table 1[12]:

Octant 1 2 3 4 5 6 7 8

Point x.y) . %) .- *.-) Cx-Y) (Y, -%) y.% xY)

Table 1: Eight Octants in Midpoint Circle Algorithm
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Fig.2. Midpoint Circle

Random Pixel Block Selection Using Logistic Map
It is the simplest form of chaotic method, which is developed by May [19]. Logistic map is described in

Equation (2).
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Fig.4: Proposed Embedded Architecture

Encoding Algorithm

The process of inserting text messages on image using the Midpoint circle method has the various stages
described in the insertion process flow diagram. The process can be seen in the following pseudo code of
Algorithm 1.

Algorithm I: Encoding process

input : stego, messages,

output : stego_video

1. video to frame

frame 1 « read()

messages «<read()

ascii «text_to_ascii(messages)

binary «ascii_to_binary(ascii)

. Mid Point Circle Algorithm

Midpoint On frame Sequence Generate from Equation 1.

for(i=01;i<8;i++)

Count total no pixel «co-ordinate in First O1.
Generate Pixel Block Store Each pixel Co-Ordinate.

oUW

End
7. Chaotic Map Random Pixel operation
8. Random Pixel Block Generate X number « generate_Random Pixel

(Chaotic Sequence X={x1, x2, x3.... Xxn})
Sequence Generate from Equation 1.
9. for each il frame

10. If (Iteration (0dd=True))
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Select Pixel LSB (R3, G2) + Mi

Else
Select Pixel LSB (B3) + MI
End If
11. i1 « insertion()
12. stego_framea (0....n)
13. Sego frames Convert to Video
14. output(Stegovideo)

Decoding Algorithm
The insertion process is repeated up to as many characters as the message and is repeated all the way to the
entire image of the container image. The Pseudo code for extraction process is shown in following Algorithm 2.

Decoding Algorithm

input : stego_video,
output : text

1. Stego video convert to frames
2. stego_frame« read()
3. Mid Point Circle Algorithm

Midpoint On image Sequence Generate from Equation 1.
for(i=01;i<8; i++)
Count total no pixel «co-ordinate in First O1.
Generate Pixel Block Store Each pixel Co-Ordinate.
End
3. Chaotic Map Random Pixel operation identified by iterating the chaotic map with key
4. X random_Pixel Block Generate X number « identified_Random Pixel Block
5. for each il frame
6. If (Iteration (0Odd=True))
Select Pixel Retrieve value LSB (R3, G2)

Else
Select Pixel Retrieve Value LSB (B3)
End If
7. binary « extract()
8. output(binary)
9. ascii « binary_to_ascii(binary)
10. text « ascii_to_text(ascii)
11. output(text)

V. RESULT AND DISCUSSION
The resulting stego video are compared with original cover video to calculate MSE and PSNR values,
The proposed 3-2-3 algorithm provides better results compared previous method in terms of MSE and PSNR,
NAE, SSIM values. The results of proposed method and previous method are provided in Table 2. To show the
clear difference between MSE and PSNR values obtained by proposed method.

Xholophone.avi Rhino.avi Horse.avi
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Existing Proposed
Test video PSNR MSE PSNR MSE
Xholophone.avi 63.59 0.746 72.38 0.382
Rhino.avi 72.51 0.345 79.46 0.257
horse.avi 55.17 1.084 61.83 0.974
Dog.avi 65.72 0.529 68.36 0.524
Car.avi 82.38 0.312 86.18 0.283

Table 2: Comparison existing and proposed algorithm

Table.2 show the performance analysis for various video Steganography method compared in the proposed
algorithm. The proposed method achieved high Compression ratio 8.71% and PSNR value 72.38 for
Xholophone.avi video in existing method.

The results are further illustrated with graphical representation to visualize better as shown in Fig. 5.
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Fig 5. Performance analysis of test Video for PSNR
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Fig 6. Performance analysis of test Video for MSE

V. CONCLUSION
In this paper, we proposed a steganographic method based on Midpoint circle algorithm and chaotic
map for random pixel block selection substitution. The result in table 2 show that the proposed method is able to
achieve high PSNR values in colour video frames. The embedding time increases with the increase in no of bits
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embedded. The proposed method for shuffling the R, G, B component while embedding and the same for
extraction, so one can prioritize which colour blocks should be used first for embedding (usually the least
important in the Video.
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