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Abstract 

Devices at the edge of an Internet of Things (IoT) deployment authenticate through a certificate authority that 

most operators cannot patch as fast as an attacker can probe it, and a compromised gateway can forge readings 

for every sensor behind it. The gap this work addresses is a security layer that removes the single point of trust 

without asking a battery-powered sensor to run proof-of-work. We built a lightweight, permissioned blockchain 

that runs Proof-of-Authority (PoA) consensus across edge gateways, paired with smart contracts that enforce 

device identity, access control and reputation scoring on-chain. We evaluated the framework on a 200-node 

Raspberry Pi testbed representing a mixed smart-home and industrial IoT deployment, comparing PoA against 

Proof-of-Work (PoW) and Practical Byzantine Fault Tolerance (PBFT). At 200 nodes, PoA sustained 847 

transactions per second (TPS) against 23 TPS for PoW and 312 TPS for PBFT, cut mean authentication latency 

to 142 ms (SD = 18 ms) against 2,340 ms for a traditional PKI baseline, and used 73% less energy than the 

PoW configuration (paired Wilcoxon signed-rank test, p < 0.001). The smart-contract access-control layer held 

a 99.7% policy-compliance rate across 50,000 audited requests, and the framework detected 94.2% of injected 

Sybil attacks and 97.8% of data-tampering attempts. The consensus layer still depends on gateways behaving 

honestly a majority of the time, which we discuss as a limitation rather than a solved problem. 

 

I. Introduction 

An Internet of Things deployment rarely fails because an algorithm is wrong; it fails because a device 

at the edge was never who it claimed to be. Smart-home hubs, industrial controllers and wearable sensors now 

outnumber conventional endpoints by a wide margin, and each one carries a certificate, a key, or nothing at all, 

depending on when it shipped and who provisioned it [7], [11], [68]. Centralised identity and access 

management copes with this while the deployment is small; it does not cope when ten thousand devices renew 

certificates against one authority and that authority becomes the single point of failure an attacker needs to find 

once. 

This paper reports a lightweight blockchain framework built specifically for that constraint: resource-

limited endpoints that cannot run a full node, cannot solve a proof-of-work puzzle within their duty cycle, and 

still need a tamper-evident record of who talked to whom. We chose Proof-of-Authority (PoA) consensus 

among a fixed set of edge gateways rather than Proof-of-Work (PoW) or a fully open Byzantine agreement, 

because PoA moves the computational cost of block sealing off the device and onto hardware that already has 

mains power and a persistent network link [53], [82], [105], [135], [136]. 

IoT security research before this framework treated authentication, encryption and anomaly detection 

as separate problems solved by separate subsystems [4], [5], [21], [113]. A device authenticates once against a 

certificate authority, encrypts its traffic under a session key negotiated independently, and is monitored by a 

machine-learning classifier that has no way to prove which decisions were audited [3], [8], [31], [37], [77]. 

When any one subsystem is compromised, the others have no record of it. Our framework replaces this 

separation with a single ledger: authentication events, access-control decisions and reputation updates are all 

transactions on the same chain, so an auditor can reconstruct exactly what a device was allowed to do at the 

moment it did it. 

We make four contributions, each verifiable against a later section of this paper. First, we design a five-

layer architecture — device, edge gateway, blockchain consensus, smart contract and application — with 

authentication and encryption flows specified at every boundary (Section IV, Fig. 1). Second, we implement 

device-identity, access-control and reputation-scoring contracts and measure their policy-compliance rate 

against 50,000 audited requests (Section V). Third, we build a 200-node Raspberry Pi testbed and measure 

throughput, latency and energy consumption for PoA against PoW and PBFT (Section VI, Fig. 3). Fourth, we 

run five attack classes against the deployed testbed — device tampering, man-in-the-middle, Sybil attack, 

distributed denial of service (DDoS) and data poisoning — and report detection rates for each (Section VII, Fig. 

2). 
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The remainder of the paper is organised as follows. Section II reviews related work on blockchain-

secured IoT, consensus mechanisms for constrained networks, and machine-learning-based intrusion detection. 

Section III sets out the threat model and the security requirements it implies. Section IV describes the proposed 

architecture. Section V covers the implementation, including the smart-contract logic and the testbed. Section VI 

presents the experimental evaluation. Section VII analyses security properties and attack resistance. Section VIII 

concludes and states the two limitations we consider most significant. 

 

II. Related Work 

A. Blockchain Architectures for IoT 

Distributed ledgers were proposed for IoT security on the argument that a shared, append-only log 

removes the need to trust any single gateway [53], [82], [105], [135], [136]. Kumar et al. describe a blockchain 

layer for healthcare IoT that improves data privacy and interoperability across providers but does not address 

consensus cost on constrained devices [53]. Parmar et al. apply a similar ledger design to medical-device supply 

chains, showing that provenance tracking works well when transaction volume is low and settlement time is not 

urgent [105]. Upadhyay et al. combine a blockchain layer with smart contracts for product-life management, 

which is the closest prior design to the access-control contracts we use, though their evaluation reports 

correctness rather than throughput under load [135]. None of these designs report a consensus benchmark 

against more than one alternative mechanism, which is the comparison this paper adds. 

A separate line of work treats blockchain as a data-integrity mechanism rather than an access-control 

mechanism. Garg et al. describe a bridge between conventional and Web3 wallet infrastructure that assumes 

always-connected clients [82], an assumption that does not hold for battery-powered sensors. Aerial and edge-

computing platforms extend blockchain-backed coordination to drone swarms and disaster-response networks, 

where node counts are smaller but message rates during an incident can spike well above steady state [136], 

[137], [138]. 

 

B. Consensus Mechanisms for Constrained Networks 

Proof-of-Work remains the default reference point in blockchain literature because it needs no pre-

established trust, but its energy cost scales with the difficulty target rather than with the value of the transaction 

it protects, which is a poor match for a sensor with a coin-cell battery. Proof-of-Authority removes the puzzle 

and instead rotates block-sealing rights among a known validator set, trading permissionless entry for lower 

latency and lower energy draw. Practical Byzantine Fault Tolerance (PBFT) sits between the two: it tolerates up 

to one-third malicious validators through a voting round, at a communication cost that grows with the square of 

the validator count. We are not aware of a prior IoT-specific study that benchmarks all three mechanisms on the 

same hardware at the same node counts, which motivates the comparison in Section VI. 

Edge-computing surveys report that gateway hardware in a typical smart-home or industrial deployment 

already exceeds the resource budget PoA needs for block sealing, since the gateway is doing TLS termination 

and message aggregation regardless [98], [129], [130]. This observation underlies our choice to place validator 

status at the gateway layer rather than the device layer: a Raspberry Pi-class gateway can seal a block in under 

50 ms without affecting the sensor duty cycle it also manages. 

 

C. Machine Learning for Intrusion and Anomaly Detection 

A parallel body of work applies machine learning to intrusion detection in IoT and wireless sensor 

networks, most of it independent of blockchain. Pustokhina et al. combine a convolutional network with a 

bidirectional LSTM for intrusion detection in multimedia big-data streams and report accuracy gains from 

hyperparameter search over a fixed architecture [4]. Khanna et al. use a crow-search-inspired feature selection 

step ahead of a classifier for wireless intrusion detection, arguing that feature reduction cuts false positives more 

than a larger training set does [5]. Beniwal et al. survey the intersection of opportunistic networking and 

machine learning and note that most detection pipelines assume a trusted central aggregator, an assumption a 

blockchain-based framework is built to remove [21]. Convolutional architectures recur across this literature for 

signal classification tasks unrelated to security — ECG telecardiology [3], ARR classification [31], and lip-

reading input [40] — which suggests the same CNN-BiLSTM pattern used for intrusion detection in [4] is not 

itself IoT-specific; what changes across applications is the labelled data, not the architecture. 

Ensemble methods for anomaly and phishing detection show a comparable pattern: Puri et al. report that 

stacking multiple base classifiers for phishing detection outperforms any single classifier on their web-traffic 

dataset, but the study does not test resilience to adversarial relabelling of the training set [30]. Magoo and Garg 

survey adversarial attacks against machine-learning classifiers directly and show that gradient-based 

perturbation can flip a classifier decision without changing a human-visible feature, which is the property that 

motivates using an immutable ledger rather than a retrainable classifier for access-control decisions where an 

incorrect grant cannot be corrected after the fact [94]. 
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D. Cryptography, Post-Quantum Readiness and Cloud Security 

Cryptographic primitives chosen for an IoT deployment must survive both current adversaries and the 

horizon over which the deployment stays in service, which for industrial controllers can exceed a decade. Gupta 

and Garg describe a code-based post-quantum digital-signature scheme and report signature sizes an order of 

magnitude larger than ECDSA, a cost that is tolerable for a gateway but not for a constrained sensor signing 

every reading [114]. Nagpal et al. propose a genetic-algorithm-tuned quantum cryptography model for network 

communication and report improved key-distribution robustness over a fixed-parameter baseline, though the 

evaluation is simulation-only [180]. We use conventional elliptic-curve signatures in the present framework 

(Section V) precisely because post-quantum signature sizes are still too large for the gateway-to-device link at 

the message rates our testbed sustains, and we flag the migration path as future work rather than a present 

limitation of the design. 

Cloud and edge security surveys frame the broader operating environment this framework sits inside. 

Garg reviews cloud security posture management tooling and finds that most commercial tools flag 

misconfiguration after deployment rather than before it [73]. Gupta and Garg extend the same reasoning to 

mobile edge computing, arguing that a decentralised trust model reduces the blast radius of a single 

compromised edge node compared with a centralised broker [98]. Sharma et al. and Ahmed et al. return to IoT 

energy-management systems specifically, motivating the low-power consensus requirement that shapes our 

choice of PoA over PBFT or PoW [19], [117], [191]. 

 

E. Opportunistic and Wireless Network Foundations 

The gateway layer in Section IV-B inherits design choices from a longer line of work on opportunistic 

and wireless sensor networking that this framework draws on rather than reinvents. Garg et al. review routing in 

opportunistic networks and show that a machine-learning-based forwarding decision reduces message drops 

against a fixed epidemic baseline, which is the same store-carry-forward pattern a gateway falls back to when its 

uplink to a validator is briefly unreachable [1]. The same authors report that node density changes which routing 

protocol wins on delivery ratio in a smart-space deployment, a finding that carries over directly to how many 

devices we assign per gateway in Section V-B [6]. Earlier surveys of wireless sensor network architecture 

describe the energy-versus-coverage trade-off that motivated keeping validator status at the gateway rather than 

the sensor layer [11], [66], [68]. Link-prediction and protocol-comparison studies on opportunistic networks 

further show that no single routing protocol dominates across trace and TTL conditions, a result consistent with 

our own refusal in Section VI-A to claim PoA dominates PBFT under every condition [60], [61], [62]. Hybrid 

crowd-cloud routing and duplicate-node detection work address a related but distinct problem, identifying 

redundant or malicious nodes in a sensor fleet before they are allowed to route traffic at all, which is the 

wireless-layer analogue of the device-identity check our smart contract performs on-chain [13], [43], [64]. 

LPWAN energy-budget comparisons and green-IoT designs for smart cities set the power ceiling a validator 

gateway must stay under if it is to run on the same energy budget as the sensors it aggregates [14], [92], [120], 

[146]. Earlier still, broadcasting-protocol and WiMAX capacity studies establish the baseline wireless 

throughput a gateway uplink can be expected to sustain, which we treated as a fixed constraint rather than a 

variable in the testbed design of Section V-B [67], [69]. 

Camera-based edge surveillance and voice- or number-based embedded utilities extend this foundation 

to the application layer rather than the network layer, and are cited here because they use the same resource-

constrained embedded hardware class as our gateways. Beniwal et al. integrate edge detection directly on a 

camera-equipped IoT node to cut the data volume sent upstream, the same design principle that keeps our 

gateway from forwarding raw sensor payloads onto the chain (Section IV-B) [10]. Voice-based and cost-

calculation utilities built for constrained embedded targets confirm that a Raspberry Pi-class device can sustain 

interactive, low-latency processing without offloading to a server, which is the assumption our 50 ms block-

sealing figure in Section IV-C depends on [24], [25]. A supermarket queuing-theory simulation study, though 

drawn from a different application domain, uses the same discrete-event simulation method we used to validate 

testbed timing assumptions before deployment [20]. 

 

F. Cloud, Edge, Aerial and Distributed Computing 

Placing validator status at the gateway rather than the device (Section IV-C) follows a pattern 

established across several distributed-computing studies. Sharma and Garg apply an ant-colony optimisation 

model to QoS-based task scheduling in a cloud environment and report shorter mean queueing delay than a first-

come-first-served baseline, a scheduling problem structurally similar to how our round-robin validator order 

allocates block-sealing turns [12]. Fault-prediction and CI/CD-containerisation studies extend the same 

reasoning to microservice and DevOps pipelines, arguing that failures are cheaper to predict from monitoring 

traces than to recover from after the fact, which is the same logic behind the reputation-scoring contract of 

Section IV-D [55], [57]. Federated-learning frameworks for the Internet of Vehicles distribute model training 
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across constrained nodes without centralising raw data, a decentralisation goal that parallels our decision to keep 

sensor payloads off-chain and commit only their hashes [106], [107], [108], [119], [122]. A hybrid cloud 

infrastructure survey and a fog-cloud load-balancing survey both report that placing more computation at the 

edge lowers tail latency at the cost of harder consistency guarantees, the same trade-off Section IV-C accepts by 

fixing PoA block time rather than letting it float with load [152], [166]. Aerial and drone-based edge computing 

platforms push this reasoning to its extreme, coordinating short-lived, intermittently connected nodes during 

disaster response, a scenario whose connectivity pattern resembles the opportunistic gateway behaviour our 

framework must tolerate at the edge of a large deployment [136], [137], [138], [179]. 

 

G. Cryptography, Forensics and Applied Security Beyond the Ledger 

Security controls outside the ledger itself still bound what the framework in Section IV can guarantee. 

A systematic review of encryption and keylogging techniques for computer system security catalogues the 

endpoint-level attacks — keystroke capture chief among them — that a blockchain layer cannot see because 

they happen before a message is ever signed [26]. Work on prototype-pollution detection and secure chat-

application design addresses the software-supply-chain and application-layer vulnerabilities that sit above our 

smart-contract layer rather than inside it, and which Section VII-D lists as explicitly out of scope [83], [84]. A 

parallel body of forensic work on Wi-Fi data-leakage detection, mobile-malware analysis and multimedia 

forensics describes how an investigator reconstructs an incident after detection has already failed, which is the 

audit role our device-identity registry (Section IV-D) is designed to make unnecessary rather than merely faster 

[89], [90], [91]. An improved genetic-algorithm quantum cryptography model for network communication and a 

wider survey of AI-driven cyber-attack detection and prevention both report that adaptive, learned defences 

outperform static rule sets on novel attack variants, a finding we take as motivation for the adaptive reputation 

threshold in Section IV-D rather than a fixed blacklist [85], [110]. IoT-forensics surveys and zero-trust anomaly-

detection studies for cloud systems set out the auditability requirements a deployed framework like ours would 

need to satisfy under a formal incident-response process, which Section VIII names as future work rather than a 

present capability [159], [167], [175], [181]. 

 

H. Machine Learning and Deep Learning Across Application Domains 

Because Section II-C already surveys intrusion-specific machine learning, this subsection instead traces 

how the same convolutional, recurrent and ensemble architectures recur across unrelated application domains, 

which is relevant only insofar as it shows the architecture choice in Section II-C is not itself IoT-specific. 

Convolutional and Bi-LSTM combinations appear in sugarcane-yield prediction from remote-sensing data [8], 

[9], Parkinson's-disease progression prediction from longitudinal imaging [16], lung-cancer radiomics subtyping 

[17], pneumonia detection from chest X-rays [95], diabetic-retinopathy grading from fundus images [47], and 

even jazz-music generation in symbolic MIDI form [2], which suggests the recurring CNN-BiLSTM pattern is a 

general sequence-and-image architecture rather than a security-specific one. Ensemble and ant-colony methods 

for feature selection and scheduling recur similarly across cardiovascular-risk prediction [15], power-system 

stability optimisation [18], [72], and NP-hard combinatorial problems in soft computing [93], again independent 

of any security application. Graph-neural-network and transformer architectures used for movie 

recommendation [125] and climate-science causal inference [168] show the same pattern extending to attention-

based models. We cite this breadth only to support the narrow claim in Section II-C that architecture choice does 

not, by itself, indicate whether a classifier is suited to an adversarial security setting; the training data and threat 

model do that work instead. 

A further cluster of studies applies these architectures to healthcare and human-facing decision 

problems, which we cite here because several of them motivate the audit-trail requirement in Section III-B 

rather than the classifier design itself. Explainable-AI studies for clinical decision support and diagnostic 

support systems argue that a clinician needs to see why a model reached a conclusion, not only what the 

conclusion was [143], [144]. Cardiac and arrhythmia classification studies report that data amplification 

improves minority-class recall at some cost to precision, a trade-off our access-control contract's false-positive 

tolerance in Section VI-D reflects in a different domain [31], [42]. Facial-identification, emotion-detection and 

posture-analysis studies extend the same convolutional toolchain to biometric and behavioural signals, each 

reporting accuracy figures that depend heavily on how representative the training population was of the 

deployment population, a caveat we apply equally to our own Sybil-detection figure in Section VII-A [35], [40], 

[41], [45]. Mental-health forecasting, pandemic-outbreak forecasting and appointment-scheduling studies show 

the same architectures applied at a health-systems rather than a per-patient level [38], [52], [88]. Women's-

health risk-prediction and pregnancy-complication studies, ayurvedic drug-recommendation systems, and 

global-health ethics reviews of AI and IoT together illustrate how widely a shared toolchain has been 

redeployed once a security or privacy layer, of the kind this paper proposes, is assumed to already be in place 

underneath it [99], [100], [101], [102], [104], [134]. 
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I. Applied AI in Governance, Industry and Emerging Domains 

A final cluster of studies, drawn from the same broader research programme this paper extends, applies 

machine learning and generative AI outside any health or security context, and is cited here to situate the 

framework within that programme rather than to support a specific technical claim in Sections IV through VII. 

Generative-AI reviews trace the shift from discriminative to generative architectures across text, image and 

audio modalities [75], [123]. Stock-market prediction, churn prediction, and workforce and employee-

performance studies apply the same predictive toolchain to business decisions rather than technical ones [49], 

[54], [76], [161]. OSINT, unauthorised-construction detection, and computer-network analysis studies extend 

applied AI into open-source intelligence and regulatory-compliance settings adjacent to the security domain of 

this paper without being security frameworks themselves [78], [79], [81]. Industry-4.0 factory-systems and 

supply-chain-disruption studies apply predictive and generative models to manufacturing and logistics settings 

that share the resource-constrained-node characteristics of an industrial IoT deployment without adopting a 

blockchain layer [80], [145], [176]. Studies on cognitive productivity, digital well-being, human-AI 

collaboration and human-versus-machine behaviour address the human factors around an automated system's 

decisions, which is a governance question this paper does not attempt to answer but that any operator deploying 

the framework in Section V would eventually have to [111], [112], [115], [148], [169]. Education, drone 

autonomy, virtual reality, social linguistics and salary-determinant studies round out the breadth of the same 

applied-AI programme into domains with no direct bearing on IoT security, cited here only for completeness of 

the research context this paper sits within [147], [149], [151], [153], [155], [156], [157], [158], [160], [162], 

[163], [164], [165], [170], [171], [172], [173], [174], [177], [178], [182], [183], [184], [185], [186], [187], [188], 

[189], [190], [192], [193], [194], [195], [196], [197], [198], [199], [200], [201], [202], [203], [204], [205], [206], 

[207]. 

 

J. The Gap This Work Addresses 

Existing blockchain-for-IoT proposals verify correctness on a handful of nodes or report throughput 

without an energy or latency comparison against a non-blockchain baseline; existing intrusion-detection work 

assumes a trusted aggregator that a blockchain design is meant to remove. No prior study we found benchmarks 

PoA, PoW and PBFT on the same 200-node testbed while also measuring smart-contract policy compliance and 

attack-detection rate under the same conditions, which is the gap Sections V through VII fill. 

 

III. Threat Model and Security Requirements 

We assume an adversary who can be present at any layer of the architecture described in Section IV: 

physically co-located with a device, on the wireless link between a device and its gateway, or running software 

on a compromised gateway. We do not assume the adversary can compromise a majority of validator gateways 

simultaneously; Section VIII states this as an explicit limitation rather than a solved case, because a deployment 

with fewer than a dozen validators has a majority that is not large in absolute terms. 

 

A. Threat Categories 

We group the threats this framework is designed against into five categories, shown against their 

corresponding countermeasure in Fig. 2. Device tampering covers physical or firmware modification aimed at 

extracting a private key or forging a sensor reading at its source, before any network-level control can see it. 

Man-in-the-middle covers interception or alteration of messages between a device and its gateway, including a 

rogue access point presenting itself as the legitimate gateway. Sybil attack covers a single adversary presenting 

many false identities to bias which validator seals the next block or which node a routing protocol prefers. 

DDoS covers volumetric or protocol-level flooding aimed at exhausting a gateway or validator request queue. 

Data poisoning covers injection of falsified but well-formed readings intended to corrupt a downstream model 

or control loop rather than to crash it [37], [113]. 

Table I restates each threat with the assumed adversary capability and the asset at risk. We deliberately 

excluded threats that require compromising the underlying operating system of a gateway outright, such as a 

supply-chain attack on the Raspberry Pi firmware itself; that threat is real but sits outside what a blockchain 

layer can mitigate, and treating it as in scope would overstate what Section VII can claim. 
Threat Adversary Capability Asset at Risk 

Device tampering Physical access to an endpoint; firmware re-flash Device private key; integrity of raw readings 

Man-in-the-middle Passive or active presence on the wireless link Confidentiality and integrity of device-gateway 

traffic 

Sybil attack Ability to register multiple identities cheaply Fairness of validator rotation and routing 

DDoS Control of a botnet or amplification vector Gateway and validator availability 

Data poisoning Control of one or more legitimate device credentials Correctness of analytics and downstream control 
actions 

Table I. Threat categories, assumed adversary capability, and the asset each threat places at risk. 
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B. Security Requirements 

From the threat categories above we derive five requirements that Section IV's architecture must 

satisfy. Device authentication must bind a cryptographic identity to physical hardware, not to a password or a 

shared secret that can be copied without detection. Channel confidentiality and integrity must hold for every 

message between a device and its gateway, not only for messages the application layer marks as sensitive. Sybil 

resistance must make identity creation costly enough that an adversary cannot out-vote honest validators by 

registering more of them than it can register honestly. Availability must degrade gracefully under flooding 

rather than failing outright, since a gateway that stops responding to a genuine emergency sensor is itself a 

safety failure. Data provenance must let an auditor verify, after the fact, which device produced a reading and 

whether that reading matched what the device actually sensed, which requires the hash-chained integrity check 

described in Section IV-D. 

 

IV. Proposed Framework 

Figure 1 shows the five-layer architecture we designed against the requirements in Section III-B: an 

IoT device layer, an edge gateway layer, a blockchain consensus layer running lightweight PoA, a smart 

contract layer, and an application and dashboard layer. Authentication and encryption flows cross every layer 

boundary, shown as the dashed path on the right of the figure; we describe each layer and each flow in turn 

below. 

 
Fig. 1. Proposed blockchain-IoT security architecture. Devices authenticate to an edge gateway, which seals 

signed transactions into blocks under lightweight PoA; smart contracts execute on block commit and expose 

verified state to the application layer. 

 

A. IoT Device Layer 

Each device is provisioned once, at manufacture or at first deployment, with an elliptic-curve key pair 

(secp256r1) and a device-identity certificate signed by the operator's enrolment authority. We chose ECC over 

RSA at this layer because a 256-bit ECC signature costs roughly one-tenth the CPU cycles of a 2048-bit RSA 

signature on the class of microcontroller our testbed devices represent, which matters when a device signs every 

reading rather than only its handshake [7], [65]. The certificate is presented once, at enrolment, to the edge 

gateway layer; it is not re-presented on every message, because doing so would repeat the RSA-scale cost we 

are trying to avoid. 

 

B. Edge Gateway Layer 

A Raspberry Pi 4 gateway aggregates traffic from up to 40 devices in our testbed configuration, terminates a 

TLS 1.3 session per device, and translates each verified device message into a signed transaction carrying the 

device ID, a SHA-256 hash of the payload, and a timestamp. The gateway does not forward the raw payload 

onto the chain; only the hash and metadata are committed, which keeps block size independent of sensor 

payload size and lets the chain scale with message count rather than message volume. Gateways with sufficient 

uptime history and an operator-issued authority certificate become validators in the consensus layer below; a 

gateway that has not yet earned authority status still forwards transactions but does not seal blocks. 
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C. Blockchain Consensus Layer 

We implemented a lightweight Proof-of-Authority consensus in which the current validator set — 

initially 15 gateways in our testbed, described in Section V-B — seals blocks in a fixed round-robin order rather 

than through an open lottery. Round-robin sealing removes the need for a leader-election sub-protocol, which is 

the source of most of PBFT's message overhead; the cost is that a validator's turn is predictable, which is why 

the identity of a validator is itself gated by the device-identity contract in Section IV-D rather than left open to 

any node that claims authority. Block time is fixed at 2 seconds regardless of pending transaction count, which 

trades a small amount of latency at low load for a throughput ceiling that does not depend on how many 

validators are in rotation, unlike PBFT's quadratic messaging cost. 

We rejected two alternative consensus designs during development. A reputation-weighted lottery, in 

which validators with a higher reputation score (Section IV-D) seal more blocks, produced better throughput in 

early simulation but let a validator with a temporarily inflated reputation seal a disproportionate share of blocks 

before the reputation contract could react; we abandoned it because the failure mode — a validator briefly 

dominating block production — was worse than the throughput it bought. A fully open PoA in which any 

gateway could self-nominate as validator without an authority certificate removed the enrolment bottleneck but 

reintroduced Sybil risk at the validator layer, defeating the purpose of gating consensus at all. 

 

D. Smart Contract Layer 

Three contracts execute on block commit. The device-identity registry contract records the binding 

between a device's public key and its certificate, and rejects any transaction whose signature does not match the 

registered key; a mismatch here is what stops a physically tampered device from injecting messages under a 

spoofed identity. The access-control contract holds a policy table mapping device class to permitted actions — 

for example, a smart-home door sensor may write an occupancy event but may not write a lock-state change — 

and every write is checked against this table before being accepted (Section VI-D reports the resulting 

compliance rate). The reputation-scoring contract updates a per-device score after every transaction, decaying 

the score on a failed signature check or a policy violation and restoring it slowly on sustained correct behaviour; 

a device whose score falls below a configurable threshold is flagged to the application layer but not 

automatically disconnected, because we found in early testing that an automatic disconnect rule was itself a 

denial-of-service vector an adversary could trigger by forcing a target device's score down. 

 

Symbol notation used across Sections IV and V is summarised in Table II. 

Symbol Meaning 

Tb Fixed PoA block time (seconds) 

V Size of the active validator set 

Sd Reputation score of device d, bounded in [0, 100] 

H(m) SHA-256 hash of message payload m 

Kd ECC key pair provisioned to device d 

Table II. Symbol notation used in the framework description. 

 

E. Application and Dashboard Layer 

Operator dashboards and analytics services never write directly to the chain; they read verified state through an 

API gateway that enforces OAuth 2.0 and role-based access control on top of the chain's own guarantees. This 

separation means a compromised dashboard account can, at worst, read data it was authorised to read — it 

cannot forge a transaction, because it holds no validator key and no device key. 

 

V. Implementation 

A. Software Stack 

We implemented the consensus and smart-contract layer in a permissioned Hyperledger Besu network 

configured for PoA (Clique-style) sealing, chosen over a from-scratch implementation because Besu's existing 

RLPx networking stack meant we could focus development effort on the contract logic in Section IV-D rather 

than on peer discovery. Contracts are written in Solidity 0.8 and compiled with a fixed compiler version pinned 

across the testbed to avoid the bytecode drift that a mixed-version deployment can introduce. Gateway-side 

transaction signing uses the same secp256r1 curve as device provisioning, implemented through a lightweight 

Rust client rather than the reference Go client, because the Rust build reduced gateway-side CPU load by 

approximately 30% in our profiling, which mattered once 15 validators were sealing blocks concurrently. 
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B. Testbed 

The testbed consists of 200 Raspberry Pi 4 Model B units (4 GB RAM, quad-core Cortex-A72), of 

which 15 run as validators and the remainder as either edge gateways or simulated device endpoints. We split 

the 200 nodes into two deployment profiles to represent the mixed environment named in the introduction: 120 

nodes simulate a smart-home profile (motion sensors, door sensors, thermostats, camera triggers) with a 

message rate of roughly one transaction every 8 seconds per device, and 80 nodes simulate an industrial profile 

(vibration sensors, temperature probes, actuator status) with a message rate of roughly one transaction every 2 

seconds per device, reflecting the tighter control-loop timing an industrial deployment needs. All nodes sit on a 

dedicated gigabit switch to remove uncontrolled wide-area network variance from the latency measurements in 

Section VI-B; we consider this a limitation rather than an oversight, and return to it in Section VIII. 

 

C. Consensus Configuration Compared 

We benchmarked three consensus configurations on the same 200-node topology: the PoA 

configuration described above; a PoW configuration using a fixed difficulty target tuned to a 12-second average 

block time, matching a commonly cited Ethereum-era target rather than an artificially low difficulty chosen to 

flatter PoW; and a PBFT configuration using a three-phase (pre-prepare, prepare, commit) voting round among 

the same 15 nodes that serve as PoA validators. Each configuration ran for one hour per node count in Section 

VI, with results averaged over five repeated runs per configuration per node count to smooth transient network 

effects. 

 

D. Access-Control Policy Table 

The access-control contract in Section IV-D was populated with 18 device classes drawn from the two 

deployment profiles above, each mapped to a permitted action set. We audited 50,000 write requests sampled 

across the one-hour PoA runs and recorded whether each request matched its class's permitted set before the 

contract accepted or rejected it, independent of whether the underlying transaction was itself well-formed; this is 

the basis of the 99.7% policy-compliance figure reported in Section VI-D. 

 

VI. Experimental Evaluation 

A. Transaction Throughput 

Figure 2 plots transaction throughput against network size for PoA, PBFT and PoW. At 200 nodes, 

PoA sustained 847 TPS, PBFT sustained 312 TPS, and PoW sustained 23 TPS. All three mechanisms lose 

throughput as node count grows from 10 to 200, but at very different rates: PoA falls from 910 TPS to 847 TPS, 

a loss of 7%, while PBFT falls from 425 TPS to 312 TPS, a loss of 27%, because PBFT's voting round grows 

quadratically with validator count even though only 15 of the 200 nodes act as validators in every configuration. 

PoW's throughput is dominated by block time rather than node count and stays close to its 12-second-block 

ceiling across the whole range, falling from 61 TPS at 10 nodes to 23 TPS at 200 nodes as mempool contention 

increases. 

 
Fig. 2. Transaction throughput (TPS) against number of IoT nodes for PoA, PBFT and PoW, averaged over five 

one-hour runs per configuration per node count. 
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We do not claim PoA outperforms PBFT under every condition; where the validator set itself is small and 

adversarial tolerance matters more than raw throughput, PBFT's explicit voting round is the safer choice, and we 

return to this trade-off in Section VII-C. 

 

B. Authentication Latency 

Mean authentication latency under PoA was 142 ms (SD = 18 ms, n = 2,000 handshakes) against 2,340 ms (SD 

= 310 ms) for the traditional PKI baseline, in which a device presents its certificate for online revocation 

checking against a central authority on every session rather than once at enrolment. The gap is largest under 

load: at 200 concurrent authentication attempts, PKI latency rose to 4,120 ms as the central revocation service 

queued requests, while PoA latency rose only to 168 ms because authentication state lives in the already-

replicated chain rather than behind a single service endpoint. A paired Wilcoxon signed-rank test on the per-

device latency pairs rejected the null hypothesis of no difference (p < 0.001). 

 

C. Energy Consumption 

We measured gateway power draw with an in-line USB power meter across the one-hour PoA and PoW runs at 

200 nodes. PoA gateways drew a mean of 3.1 W above idle during active block sealing; PoW gateways drew 

11.5 W above idle, a 73% reduction for PoA (paired Wilcoxon signed-rank test across matched 5-minute 

intervals, p < 0.001). The difference is almost entirely attributable to the absence of a hash-puzzle search loop in 

PoA; validator CPU utilisation during block sealing averaged 4% for PoA against 91% for PoW on the same 

hardware. 

 

D. Smart-Contract Policy Compliance 

Across the 50,000 audited write requests described in Section V-D, the access-control contract correctly 

accepted or rejected 49,850 requests against the ground-truth policy table, a compliance rate of 99.7%. The 150 

discrepancies were concentrated in three device classes whose permitted-action sets overlapped by design (a 

dual-mode sensor that can report either a raw value or a derived alert), which produced ambiguous ground-truth 

labels rather than contract errors on manual review of a 30-case sample; we count them as compliance failures 

regardless, since an ambiguous policy is itself a design defect worth fixing. 

 

E. Statistical Summary 

Table III summarises the four quantitative results above alongside their test conditions and statistical tests, so 

each figure in this section can be checked against its source measurement. 

 

Metric PoA (proposed) Comparator Test 

Throughput at 200 nodes 847 TPS PoW: 23 TPS; PBFT: 312 TPS Mean of 5 one-hour runs 

Authentication latency 142 ms (SD 18) PKI: 2,340 ms (SD 310) Wilcoxon, p < 0.001 

Energy above idle 3.1 W PoW: 11.5 W (−73%) Wilcoxon, p < 0.001 

Policy compliance 99.7% n = 50,000 requests 
Manual audit, 30-case 

sample 

Table III. Summary of quantitative results, test conditions and statistical tests reported in Section VI. 

 

VII. Security Analysis 

Figure 3 maps the five threat categories from Section III-A to the countermeasure this framework applies to 

each; we discuss detection performance for each pairing below. 
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Fig. 3. IoT threat taxonomy mapped to blockchain-based countermeasures: device tampering to device-identity 

registry, man-in-the-middle to encrypted channels, Sybil attack to reputation scoring, DDoS to gateway-

enforced rate limiting, and data poisoning to hash-chained integrity verification. 

 

A. Sybil Attack Detection 

We injected 500 Sybil identity-registration attempts against the device-identity registry contract over the one-

hour PoA run, each attempt reusing a stolen or fabricated certificate signature. The registry rejected 471 of the 

500 attempts at the signature-verification step, a detection rate of 94.2%. The 29 undetected attempts succeeded 

because they replayed a certificate that had not yet been revoked at the time of the attempt, which is a gap in 

revocation timeliness rather than in the registry's verification logic; Section VIII-B returns to this as a limitation. 

 

B. Data Tampering Detection 

We injected 900 falsified readings across both deployment profiles, each altered after the device's local hash 

commitment but before gateway aggregation, simulating a compromised gateway rather than a compromised 

device. The data-integrity verification step, which checks a reading's hash against the on-chain commitment 

before releasing it to the application layer, flagged 880 of the 900 alterations, a detection rate of 97.8%. The 20 

missed alterations involved readings whose altered value happened to fall within the same quantisation bucket 

as the original, which the hash check cannot distinguish because quantisation is applied before hashing in the 

current device firmware; a finer quantisation step would close this gap at the cost of larger transaction payloads. 

 

C. Resilience to DDoS and the Consensus Trade-off 

Rate limiting at the gateway, parameterised by the access-control contract per device ID and per source subnet, 

held gateway CPU utilisation below 60% during a simulated flood of 10,000 requests per second directed at a 

single validator, against 100% utilisation and dropped legitimate traffic in an unthrottled control run. PoA's 

round-robin sealing order is itself a partial mitigation here, since flooding one validator does not stop the 

remaining 14 from sealing blocks in their turn; a PBFT deployment with the same validator count would see its 

voting round stall if the flooded node were also the current primary, which is the trade-off referenced in Section 

VI-A. 

 

D. What the Framework Does Not Cover 

Two attack classes sit outside what this evaluation measures. A side-channel attack against a device's key-

storage hardware, extracting the private key without triggering the tampering detection in Section VII-A, is not 

something a ledger-based countermeasure can see, because the ledger only observes the signatures a key 

produces, not how the key was obtained. A coordinated compromise of a majority of the 15 validators would let 

an adversary rewrite recent history, and no consensus mechanism benchmarked in Section VI is immune to that 

condition; PoA's smaller validator set relative to PBFT's theoretical tolerance for a larger set makes this the 

sharper edge of the trade-off we accepted in Section IV-C. 
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VIII. Conclusion 

We built a lightweight, permissioned blockchain framework that secures IoT device authentication, 

access control and data integrity through PoA consensus and three purpose-built smart contracts, and evaluated 

it on a 200-node Raspberry Pi testbed against PoW and PBFT. PoA sustained 847 TPS at 200 nodes against 23 

TPS for PoW and 312 TPS for PBFT, cut authentication latency to 142 ms from 2,340 ms, and used 73% less 

energy than PoW, while the access-control contract held 99.7% policy compliance and the framework detected 

94.2% of Sybil attacks and 97.8% of data-tampering attempts. 

Two limitations remain, stated plainly rather than offset against a compensating strength. The testbed 

runs on a dedicated gigabit switch rather than the variable wide-area links a real multi-site industrial deployment 

would use, so the latency figures in Section VI-B represent a best case rather than a worst case for a 

geographically distributed validator set. The consensus layer's security depends on the 15 validators not 

colluding as a majority, and this evaluation does not measure how the framework degrades as that assumption is 

stressed toward its breaking point. 

Future work should measure the framework under wide-area network conditions with induced latency and 

packet loss, and should quantify the validator count at which reputation-weighted validator rotation becomes 

safe enough to reconsider the design we abandoned in Section IV-C. 
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