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ABSTRACT

Cryptography is essential to secure the sensitive information and to protect the confidential data from the
unauthorized access. Data security is most important in information technology field, bank online transactions,
industrial process, and to ensure privacy. This proposed work is the development of novel cryptography algorithm
suitable for encryption of text messages. This proposed security algorithm is easy to implement and produces the
cipher text in binary values. The benefit of this proposed algorithm is it produces large number of bits as cipher
text during encryption for a smaller text input. The cipher text can be transmitted across internet to ensure data
confidentiality. The decryption is performed at the receiver to obtain the original text. The benefit of this proposed
novel cryptography is simple, easy to understand, and it ensures data confidentiality over internet. This proposed
novel cryptography can perform string encryption, numerical data encryption, floating point encryption, binary
data encryption, octal data encryption, hexadecimal data encryption, and special characters encryption. This
proposed security algorithm can be used for encryption of password, industrial process information, money
transaction details, electronic mail messages, medical data, and text messages.
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I INTRODUCTION

Data security is essential during transmission and monitoring across internet. Due to the internet is an
open nature, any parties can access the sensitive process data, modify the data and re-transmit to the destination.
This leads to abnormal plant operations and results in failure of process devices. The security algorithms are
essential to protect the plant information and to safeguard the process equipment against unauthorized access and
modification. Cryptography is the widely used technology in securing the plant parameters. The continuous
varying process data can be converted into unreadable cipher text before transmission over internet. This
conversion of process data into cipher text is performed through encryption. The cipher text ensures data
confidentiality across internet. The cipher text at the receiver is converted back into original process data through
decryption. Cryptography involves sequence of operations to convert input raw data into unreadable cipher text.
Cryptographic algorithms are utilized to assure confidentiality, and authentication of sensitive process data. The
key is essential to perform encryption and decryption. The number of keys required depends on the types of
cryptography. Symmetric Cryptography utilizes single key to perform both encryption and decryption.
Asymmetric Cryptography uses public key for data encryption and private key for data decryption. The objectives,
concerns and solutions for industrial Wireless Sensor Networks (WSN) are presented [8]. The present standards
and protocols are discussed. The various constraints in WSN limit the performance in industrial operations.

Industrial Internet of Things (110T) has the potential for usage in the production industries. 10T is highly
accurate and efficient in performing plant operations through predictive maintenance and collecting the status of
continuous varying process parameters. The various energy efficient techniques to ensure data security over
internet is discussed [9]. The security issues in 10T devices and simulation techniques are used for vulnerability
assessment of cyber security. The various needs of 10T configuration for cyber security is proposed [10]. The
security of smart home is evaluated using Small World platform. Attackers target the network by monitoring or
altering the plant data. The hardware device is implemented that can detect the Denial of Service (DoS) attack by
monitoring the electrical signals in the circuit [7]. The issues and future research areas of Intrusion Detection
System (IDS) across internet is addressed [11]. The study on research is related to different IDS mechanisms for
internet based data transmission, to raise the limit of attack detection, to address several 10T technologies, to
improve evaluation methods, to produce communication traffic warning system and to enhance the security
management.The one-way security gateway system is proposed to guarantee the security and reliability of
transmitted information[17]. The security problems should be considered in order to protect the process data from
unauthorized access. A location privacy preservation technique is proposed that satisfies differential privacy issue
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to protect location data privacy and extends the usage of data and algorithm in Industrial 10T[5]. The difficult
work is the protection of data from unauthorized access and security of communication medium. A public key
encryption called Cramer—Shoup encryption technique is proposed with shorter ciphertexts[15]. The security is
based on plain decisional Diffie—Hellman (DDH) assumption.It is necessary to propose strong security algorithm
and key management schemes. The different security threats and vulnerabilities of loTare addressed [12]. The
universal 10T security architecture can be implemented to ensure security in 10T applications. The energy efficient
security architecture is proposed for wireless based industrial automation systems [20]. The packet protection
based on encryption consumes energy in the case of battery powered devices. The architecture level attacks
include physical, software, side channel, logical, timing and power analysis. A self-organizing approach is
proposed which detects the abnormal behavior of program [21]. The malicious code can be introduced
remotelythrough the network in the code injection attacks. A cost effective method is proposed for protecting
embedded software against passive side channel attacks [23]. The protocols are vulnerable to software attacks and
could result in a malevolent behavior such as unknown destination, packet replay or deadlock. The attacks on 10T
include hardware, software, and networks. The lightweight hash function is proposed which reduce complication
in terms of hardware implementation and standard security can be achieved [16]. The lightweight hash function
is essential for constrained devices include wireless sensors and embedded systems. The various access control
solutions in loT are highlighted [14]. The commonly used internet protocols cannot suit for constrained
environments. A key management mechanism is proposed that combines the random seed distribution with
transitory master key mechanisms [24]. The nodes are unable to establish new keys after the specific time period
and it is suitable for static networks. The key management mechanisms used for protecting l1oT data should be
strong so as to ensure confidentiality and integrity. The security algorithm is proposed which provide end to end
privacy for sharing the data[22]. The key size is increased to prevent the information from brute force attack. The
challenges related to the need of energy efficiency, real-time performance, coexistence, interoperability, and
security and privacy are addressed [6]. The symmetric algorithm is capable to provide a lightweight solution for
I1oT devices. The routing algorithms and protocols are necessary to ensure the secure transmission of messages.
The protocols and mechanisms related to secure routing in 10T are analyzed [19]. The standard secure routing
algorithm is essential for 10T devices. The hardware security mechanism is proposed along with the hybrid
cryptography algorithm which provides authentication and data confidentiality of process information [2]. It is
the cost-effective method and achieves high level of security in monitoring the sensitive plant information across
internet. The 10T networks have the ability to self-organize and serve without manual operations. The features
and challenges of the distributed approach of the IoT are analyzed [25]. The distributed approach increases the
complexity of security mechanisms. IoT utilizes wireless communications which is susceptible to variety of
attacks including Denial of Service (DoS), man-in-middle, eavesdropping, masquerading, and saturation. A fast
and accurate intrusion detection mechanism is designed to detect the distributed denial-of-service (DDoS) attacks
[1]. An enhanced ResNet architecture is proposed for feature extraction which brings out deeper features from
given traffic traces. The composite security algorithm is proposed and implemented in real-time to ensure process
data security [3]. It utilizes 128-bit key size to perform encryption along with the hash algorithm to assure data
integrity.

The major security issues in 10T are physical devices attacks, eavesdropping of process information by
the intruders, illegitimate monitoring of plant parameters, and refusing of process information to authorized users.
The various existing protocols for ensuring security and communications in 10T are addressed [18]. The protocols
utilized for loT are IEEE 802.15.4 which is low-energy communications used at the physical layer and Medium
Access Control (MAC) layer, 6LOWPAN adaptation layer which allows transmission of IPv6 packets over IEEE
802.15.4, IPv6 Network routing and Constrained Application Protocol (CoAP), which supports communications
at the application layer. The network related issues in 10T are scalability, bandwidth, security and privacy. The
security issues for distributed industrial control systems are addressed [26]. The various security features
considered are architecture level, terminal level for security validation in order to attain high level of security in
loT systems. A multi-dimensional analysis scheme is developed for cryptographic algorithms in terms of speed,
power, and unit energy cost [27]. The experimental result and analysis predict that the plain text size is not linear
with the energy consumptions and time overheads of cryptographic algorithms. The problems in secure integration
of sensor nodes with the internet are addressed with the focus on industrial environment [28]. The number of
security challenges related to threats and vulnerabilities rises due to the combination of internet in automation and
control devices. The issues related to the distributed approach of the 10T are analyzed [29]. It improves the security
schemes such as authentication, identity, access rights, security protocol etc. The general security framework is
essential with consideration of majority of attacks and to ensure secure process data transmission and provides
safety to plant equipment.

The advanced form of block cipher encryption is proposed, which is Cipher Block Chaining (CBC) mode
that gives extra complexity to the encrypted data. The countermeasure technique is proposed which are based on
fault space transformation to protect AES-128 bits against biased fault attacks [13]. The fault collision based
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attacks are prevented. Each block of plain text is XORed with the previous cipher text block prior to encryption
and then the result is encrypted with the key. The advantage of CBC mode is it generates different cipher text for
identical input data by modifying the initialization vector. The combination of symmetric and secure hash
algorithm is proposed for monitoring the process data in the wastewater treatment plants using loT [4]. The
dissolved oxygen and the pH value is encrypted and monitored through IoT.

I1.  Proposed Cryptography

Proposed Encryption Algorithm

Step 1: Get the input string

Step 2: Find the equivalent ASCII value for the given string

Step 3: Convert the given ASCII value to Gray code

Step 4: Find the 2’s complement from the resultant Gray code

Step 5: Divide the resultant 2°s complement by 2

Step 6: Square the quotient value to obtain the cipher text

The flowchart of the proposed encryption algorithm is shown in figure 1. The input is the string which is
converted into cipher text. This input string is converted into equivalent ASCII value. The gray code is
computed from the ASCII value. The 2’s complement value is to be computed from the obtained gray code.
This resultant 2’s complement output is divided by two. After the division, the quotient is to be squared to obtain
the cipher text.

Start

v

Get the input string

\

Compute ASCII value from the input string

v

Compute Gray Code from the obtained
ASCII value

v

Calculate 2’s complement from the Gray
code

v

Divide the 2°s complement data by two

2

Square the quotient value to obtain cipher
text

\2
Stop

Figure 1 Flowchart of the proposed Encryption algorithm
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Proposed Decryption Algorithm

Step 1: Convert the cipher text into equivalent decimal value

Step 2: Find square root of decimal value

Step 3: Multiply the resultant value by 2

Step 4: Find the 2’s complement of the product

Step 5: Find equivalent Gray code from the resultant 2’s complement

Step 6: Convert Gray code to equivalent ASCII value

Step 7: Convert the ASCII value to equivalent string to obtain the original text

The flowchart of the proposed decryption algorithm is shown in figure 2. The cipher text obtained
at the receiver is converted into equivalent decimal value. Compute the square root of this decimal value.
The result obtained from the square root is multiplied by two. Compute the 2’s complement of the product
and the gray code is to be generated from the resultant 2’s complement. Then the equivalent ASCII value
is computed from the obtained gray code. The original text is obtained by converting the ASCII value into
equivalent alphabets.

Start

v

Convert cipher text into equivalent decimal
value and find the square root

v

Multiply the resultant value by 2
v

Compute the 2’s complement of the product

v

Compute Gray code from the resultant
2’s complement

v

Compute ASCII value from the Gray code

v

Convert the ASCII value to equivalent string
to obtain original text

Stop

Figure 2 Flowchart of the proposed Decryption algorithm

I, Results and Discussion
This proposed cryptography takes the input string and converts it into cipher text. This proposed
novel cryptography is encrypted and decrypted using Python code. Figure 3 shows the Python output that
reads the input string “cryptography” and generates the cipher text. This cipher text is decrypted and
produced the original string. This cipher text can be transmitted across internet to ensure data
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confidentiality. The decryption is performed at the receiver to obtain the original string from the cipher
text.

Output | Clear ‘

enter the text:cryptography

Encrypted Text: [7569.0, 8190.25, 8742.25, 8464.0, 7921.0, 7056.0, 7396.0,
8190.25, 7656.25, 8464.0, 6724.0, 8742.25]

Decrypted Text: cryptography

Figure 3 Python Output for the Proposed String Encryption

This proposed novel cryptography is simple and suitable for string encryption. This work can be
used to secure the text messages, email messages, whatsapp messages, and official confidential information.
Figure 4 shows the Python output that reads the input numerical data and produces the cipher text. This
cipher text is decrypted and obtained the original numerical data.

Output ‘ Clear ‘

enter the text:735924816
Encrypted Text: [11236.0, 11449.0, 10920.25, 11990.25, 11342.25, 11025.0,

12100.0, 11556.25, 11130.25]
Decrypted Text: 735924816

Figure 4 Python Output for the Proposed Numerical Data Encryption and Decryption

This proposed novel cryptography is suitable for string encryption, numerical data encryption,
floating point encryption, binary data encryption, octal data encryption, hexadecimal data encryption, and
special characters encryption.

V. Conclusion

The novel cryptography is developed in this work for text encryption. This proposed security
algorithm reads the input string, performs series of operations to get the cipher text. The cipher text
produces in binary values for the input string. The number of bits produced in cipher text is large for a
smaller string. When the input string contains more number of characters, then the cipher text produced
from this proposed cryptography becomes thousands of bits. This large number of bits produced as cipher
text strengthening the level of security. The decryption is the reverse operation of encryption performed to
obtain the original string from the cipher text. This proposed security algorithm is simple procedure, easy
to implement, and used for securing the password, process data, bank account holder information, online
transactions, and border information.
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